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' OFFICE OF MANAGEMENT AND BUDGET
WASHINGTON, D.C. 20503

CIRCULAR NO. A-71
July 27, 1978 Transmittal Memorandum No. 1

.TO THE HEADS OF EXECUTIVE DEPARTMENTS AND ESTA_BI;ISHMENTS

SUBJECT: Security of Federal automated information systems

1. Purpose. This Transmittal Memorandum ‘to OMB Circular
No. A-71 dated March 6, 1965 promulgates policy and
responsibilities for the development and implementation of
computer security programs by executive branch departments
and agencies. More specifically, It:

a. Defines the division of responsibility for computer
security between line operating agencies and the Department
of Commerce, the General Services Administration, and the
Civil Service Commission.

b. Establishes requirements for the development of
management controls to safeguard personal, proprietary and
other sensitive data in automated systems.

c. Establishes a requirement for agencies to implement
a computer security program and defines a minimum set of
controls to be incorporated into each agency computer
security program. )

4. Fequires the Department of Commerce to develop and
issue computer security standards and guidelines.

e. Recuires the General Services Administratign to
issue policies and regulations for the physical security of
computer rcoms consistent with standards and quidelines
issued by the Department of Commerce; assure that agency
procurement. requests for automated data processing
equipment, software, and related services include security
requirements; and assure that all procurements made by ,GSA
meet the security requirements established by the user
agency. :

£, Recquires the Civil Service Commission to establish
personnel security policies for Federal personnel associated

(No. A-71) )
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computer systems, OX having access to data in Federal
‘computer systems.

2. Background. - Increasing use of computer and
communicalions technology to improve the effectiveness of;
governmental A programs has introduced a variety of new
management. problems. Many public concerns have been raised
in regard to the risks associated with automated processing
" of personal, proprietary or other sensitive data. Problens
‘have been encountered in the misuse of computer and
‘communications technology to perpetrate crime. In other
cases, inadequate administrative practices along with poorly
‘designed computer systems have resulted in 1mproper
payments, unnecessary purchases or ‘other improper actions.
The policies and respon51b111t1es for computer security
- established by this Transmittal Memorandum supplement
policies <urrent1y contained in OMB Clrcular No. A-71.

3. Definitions. The following definitions apply for the
.~ purposes of this memorandum:

: a. "aAutomated decisionmaking systems" are computer
applications which issue checks, requisition supplies or
~perform similar functions based on programmed criteria, with
‘1ittle human intervention.

b. "“Contingency plans" are plans for emergency
response, back-up operations and post-disaster recovery.

c. "security specifications" are a detailed description
of the safeguards required to protect.a sensitivéd computer
application. _

d. 'sensitive application" is a computer - application
which requires a degree of protection because it processes
sensitive data or because of the risk and magnitude of 1loss
or harm that could result from improper operation or
deliberate manipulation of the application (e.g., automated
decisionmaking systems).

e. "Sensitive data" is data which requires a degree of
. protection due to the risk and magnitude of loss or harm
" which could result from inadvertent or deliberate
disclosure, alteration, or destruction of the data (e.g.,
personal data, proprietary data).

4. Responsibility of the heads of executive agencies. The
head  of each executive branch department and agency is

(No. A-71)
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- responsible for assuring an adequate level of securilty for
‘all agency data whether processed in-house or commercially.

- This includes responsibility for the establishment of

1m}physica1, administrative and technical safeguards required

to adequately protect personal, proprietary or_  other

_ sensitive data not subject to national security regulations,
-as well as national security data. It also includes

",responsibility for assuring that automated processes operate

.effectively and accurately. In fulfilling  this

-responsibility each agency head shall establish policies and.

procedures and assign responsibility for the development,
~implementation, and operation of an agency computer security
. program. The agency's computer security program shall be
consistent with all Federal policies, procedures and
- standards issued by the Office of Management and Budget, the
General Services Administration, the Department of Commexce,
‘and the Civil Service Commission. In consideration of
problems wnich have been identified in relation to existing

- practices, 2ach agency's computer security program shall at

a minimum:

a. Assign responsibility for the security .Of each
‘computer installation operated by the agency, including
~installations operated directly by or on behalf of the
agency (e.qg., government-owned  contractor qperated
facilities), to a management official knowledgeable in data
processing and security matters.

b. Establish personnel security policies for screening
~all  individuals participating in the design, operation Or

maintenance of Federal computer systems or having access to
~data in Federal computer systems. The level gf screening
required by these policies should vary from minimal checks
to full background investigations commensurate with the
sensitivity of the data to be handled and the risk and
magnitude of loss or harm that could be caused by the
individual. These policies should be established for
government and contractor personnel. Personpel secur}ty
.policies for Federal -employees shall be consistent with
‘policies issued by the Civil Service Commission.

c. Establish a management control process to assure
that appropriate administrative, physical and technical
safequards are incorporated into all new  computer
applications and significant modifications to existing
computer applications. This control process should eva}ugte
the sensitivity of each application. For sensitive
applications, particularly those which will process
sensitive data or which will have a high potential for loss,

»
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. such as automated decisionmaking systems, specific controls
“ghould, at a minimum, include policies and responsibilities

3 (1) Deflnlng and approving security specifications
”-prlor to programming the applications or changes. The views
and  recommendations of the computer user organization, the
.computer installation and the individual responsible for the

 security of the computer installation shall be sought and
" considered prior to the approval of the security
. specifications for the application. -

s (2) Conducting and approving design reviews and
. application systems tests prior to using the systems
operationally. - The objective of the design reviews should

' _be to ascertain that the proposed design meets the approved

security specifications. The objective of the system tests
-should be. to verify that the planned administrative,
physical and - technical security requirements are
“operationally adequate prior to the use of the system. The
results of the design review and system test shall be . fully
documented and maintained as a part of the official records

.”_of the agency. Upon completion of the system test, an

“official of the agency shall certify that the system meets
the documented and approved system security specifications,
“meets all applicable Federal policies, regulations and
standards, and that the results of the test demonstrate that
the security provisions are adequate for the application.

d. Establish an agency program for conducting periodic
audits or evaluations and recertifying the adequdcy of the
security safeguards of each operational sensitive
appllcatlon including those which process personal,
proprietary or other sensitive data, or which have a high
potential - for financial loss, such as automated
decisionmaking applications. Audits or evaluations are to
be conducted by an organization independent of the user

organization and computer facility manager.
. Recertifications should be fully documented and maintained
as a part of the official documents of the agency. Audits

or evaluations and recertifications shall be performed at
time intervals determined by the agency, commensurate with
the sensitivity of information processed and the risk and
magnitude of loss or, harm that could result from the
application operating improperly, but shall be conducted at
least every .three yvears.
By
e. Establish policies and responsibilities to assure

E

that apprcpriate security requirements are included in -

(No. A-71)
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‘specilications for the acquisition or operation of computer

facilities, equipment, software packages, or related
~-services, whether procured by the agency or by the General
. services Administration. These requirements shall be

‘reviewed and approved by the management official assignedt
. responsibility . for security of the computer installation to
~be used. This individual must certify that the security
~requirements specified are reasonably sufficient for the
-~ intended application and that they comply with current
‘Federal computer security policies, procedures, standards
~and guidelines. : ' ’

_ -f. Assign responsibility for the conduct of periodic
.risk analyses for each computer installation operated by the
agency, 1including installations operated directly by or on
- behalf of the agency. The objective of this risk analysis
should be to provide a measure of the relative
~vulnerabilities at the installation so that security
resources can effectively be distributed to minimize the
potential loss. A risk analysis shall be performed:

: (1) Prior to the approval of design specifications
for new computer installations.

, (2) Whenever there is a significant change to the
physical facility, hardware or software at a computer
installation. Agency criteria for defining significant
changes shall be commensurate with the sensitivity of the
~information processed by the installation.

- (3) At periodic intervals of time established by
the agency, commensurate with the sensitivity of the
information processed by the installation, but not to exceed
five years, if no risk analysis has been performed during
that ‘time.

g. Establish policies and responsibilities to assure
~ that appropriate contingency plans are developed and
maintained. The objective of these plans should be to
provide reasonable continuity of data processing support
should events occur which prevent normal operations. These
plans should be reviewed and tested at periodic intervals of
time commensurate with the risk and magnitude of loss or
harm which could result from disruption of data processing
support. N

5. Responsgibility of .the Department of Commerce. The
Secretary of Commerce shall develop and issue standards and -

(No. A-71)
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_-:gﬁidelines for assuring security of automated information.
Each standard shall, at a minimum, identify: '
'a. whether the standard is mandatory or voluntary.

E b, Sspecific implementation actions which agencies are
;1-required to take.
- ¢. The time at which implementation is required.

--,v'“d.' A process for monitoring implementation of each
‘standard and evaluating its use. :

" . -e. The procedure for agencies to obtain a waiver to the
““gtandard and the conditions or criteria under which it may
“be g:anted.

6. Responsibility of the General Services Administration.

- The Administrator of—Generathervices shall:

. a. Issue policies and regulations for the physical
security of computer rooms in Federal buildings consistent
with standards and guidelines issued by the Department of
- Commerce. '

b. Assure that agenéy procurement requests for

. -computers, software packages, and related services include

- security requirements which have been certified by a
.. responsible agency oificial. Delegations of procurement
authority to agencies by the General Services Administration

"~ under mandatory programs, dollar threshold delegations,

certification programs or other so-called Dblanket
delegations shall include - requirements for agency
specifications and agency certification of security
requirements. Other delegations. of procurement authority
shall require specific agency certification of security
-equirements as a part of the agency request for delegation
of procurement authority.

»

c. Assure that specifications for computer hardware,
software, related services or the construction of computer
facilities are consistent with standards and guidelines
established by the Secxetary of Commerce.

d. Assure that computer equipment, software, computer
rooin construction, guard or custodial serviges,
t¢lecommunications services, and any other related services
nrocured by the General Services Administration meet the
securipy requirements established by the user agency and are

(No. A-71)
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.consistent with “other applicable policies and standards
issued by OMB, the Civil Service Commission and the

Department. of Commerce. Computer equipment, software, or

related ADP 'services acquired by the General Services

- Administration in anticipation of future agency requirements

~ shall include security safequards which are consistent with
- mandatory  standards established by the Secretary of
- Commerce. Lo ;

7. Responsibility of the Civil Service Commission. The
Chairman’ of the Civil Service Commission shall establish
personnel security policies for Federal personnel associated
with™ ‘the " désign, operation or maintenance ' of Federal
~computer -systems, or having access to data in Federal
computer systems. These policies should emphasize personnel.
requirements to adequately protect personal, proprietary or
other sensitive data as well as other sensitive applications
not - subject to national security regulations. Requirements
for personnel checks imposed by these policies should vary
~commensurate with the sensitivity of the data to be handled
-and the risk and magnitude of loss or harm that could be
-.caused by the individual. The checks may range from merely
normal reemployment screening procedures to full background
~investigations. : '

8. Reports. Within 60 days of the issuance of this
Trangmittal Memorandum, the Department of Commerce, General
-Services Administration and Civil Service Commission shall
~submit to QMB plans and associated resource estimates for
fulfilling the responsibilities specifically assigned in
this memorandum. Within 120 days of the issuance of this
Transmittal Memorandum, each executive branch department and
agency shall submit to OMB -plans and associated resource
estimates for implementing a security program consistent
with the peolicies specified herein.

9. Inquiries. Questions regarding this memorandum should
bex .addressed to the Information Systems Policy Division

(202) 395-4814.
9N,

mes T. McIntyre, Jr.
Director

(No. A-71)
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!
poral of reco:ds of temporary value . and (3) com-
pliance with the Dprovisions of sectlbns 382398,
397401 l')jf this title wod the veoahitions dssaed
thereunder,

(¢} Stornge, proconsing, and o vicdng of recoida.

Whenever tte head of a Ledvrnl agety Jeter-
mines that substantlal economies or iugtwnscd oper-
ating eMclenicy cui be effeeted lhﬂeby.?‘hr shall pro-
vide for tho storuge, processing. aind, servicing ot
records that are approprinte therefur in a records
center malntatued and cperated By the Administro-
tor or, when apitoved by the Aduvntate dor, in such
a cenler maitudued wad eperatsd Lef the head of
st Federa]l npeney.
(d) Certifications and deterninntions on ransferred

records,

any oflicks! of the Governioen! whno §s puthort.ed
to certity 1g fucty on the busts of toeords in his cus -
tady, fs authorfeed Lo cottity (o facls on the bosis
of 1ecords \:iml, hive heen broas foredd by Ll or b
predoecessors to the Admindsteat o anUmay anthon
fre the Adhigiolstrntor to cortily £ botsund Lo mnke
admintstialth e determibcationis on Ou biedo of Tecor dn
bansferred to the Admbdnf-tonton, oolwithatbanding
way other provisiogn: of mw,

(e) Safegua ds,

The head of each Frdernl agency shall egtablish
such safeguitds again L the temoval of loss of ree-
ords as he skl deternune fo be necvgary and as
may be requir od Ly regalaliss of the Admtndsirator,
Buch safeguards shall include pugking 1 known to
all offictuls ‘nud emplosees of (he um-lﬁuzy 1y that
no records in the custhidy of the ageney are o be
alienated o} destroyed cxeept o accardance w.ih
the provisici: of sectlons 366 376 nud 578 180 of
this title, and (20 the poaCin provided by lnw for
the urde wul removal o Qe oo of records

) Unluwful removal, destiuc tion, ete.

The bendiof enets Pedeind apeocy shail notily the
Administratcr of any aciual impending, or threat-
ened uninwful removal, defacing, niieration, or de-
struction of records In the cust-«ly of the agency
of which Le'ts the head thal shall ¢onie to his atten-
tlon, aml with the nsslstanes of Lhe Addmintstrator
shall in: ate nctton thiough he Al ey General
for the 1ecovery of records he know or has reason
to belleyv- hgve been umlawfully rem el from his
agency, cr frem any othier Pedernl grengy whose 1e¢-
ords have bern transferved to b Je, o 1 ustady,

{g) Authority of Comptiolley Gonogd

Nothine: in cecthbons 3920 306 300 10§ of this tille
shall be constried as Hmlting (he aultocity of the
Comptrobier Ceneval of the Untteg 230« with ve-
spect to presc tbing oo cuati v cosierag tonns, and
procedures. ¢ lessening the tespon it by of cal-
lecttnig and di burstong oftives. { Cpendfin n of thoir
accounts Lo seltlement by the mfnvznj Acoounting
Office. Clupe 300 1949, b 248 dithe B\ § 508, ay
added Bept. 5, 1980, el 049, § 6 «d 61 51t 583, nnd
amendel Fob 5 1984, Pub L fwovr T TH Stal 4o

AMENDREN IS

1964 ~Buiues (d)  Pab Lo 200 proctde s sathortun-
thon for Admini drator to certiyy St s bamaion adinbnin-
trative deternid: athona based cn e Jened e onldy

/ Jya N :
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396a. Final authevity of Administraler in matters

regnrding surveys of recovds, ete,

Notwith tandlng vy other provision of the Fed-
crad Propoerty and Admintstrative Bervices Acl of
PO, s amended, the Admintstentor shadt have flnad
arthority oo edl suntierd fovoelvinge the conduct of
surveys of Guovernment records, and rooords cren-
tlon. mainteinnee manavement aned diposal prac-
tices tu Foderad acanele: pursuent o sectfons 305
and Ve of this title and the gpplens ntation of
recominendat!ion baeed on cueh surveys. A 26,
tabd. ch 935 rh Pth § 801 48 Stut. 816

By oorurniew. oy Trxr

The Fedeod Trogerty med Admindrtrndive Hervices Ao
of 1940, ns bt e aied to In the texr o f thie
secthoay, 18 cin Yol te th s chopter, chapuer 1IC o 10
5 Eaeculive Dejooto i ctotcrnment DYoo el
Finployess, chaptes Ty pitle 40 Publle Baditoes, Prop
crty e YoerkRe e wecttne oof chinpler TG0 It 1
Patdie Contrnet

Clor i 1UAT O

Sectton war et e e et the Bapplens ol
,‘\'unupll'lll"l\ U vl e et ns wopart o the Peder s
Propeaty ml Aot oattve dorvioes Act of T pat
of whleh coomnpad o thbo doapter o of the Boqeand 1Hocolds
et ol I0Lt wldeh bon oownt of the Medem) Proncrty gr
Aok tentioe Sorvh o on A b EBO, ok whi f b g st
Med Lo seetionr st tas oad 397 401 of o e (aee
Fooferences Sne Dot o b e o ient b 1 e argger
veeHon A0l 0 it and Shoat Title pote under e
tHon 390 o this tithe
07, Aveluval admuni<tation,
(1) Acceptance of records for historical presesation.

The Adnvinbtinton, whenever it appears to bim to
be i the public Intere t o aathorized.—

1 Lo accept for depoait vith the National
Archives of the Yoane) Slades the records of uny
Foderal agenes o o f The Congvess of the Uteted
states thal e ibetevinmed B the Avehidvist to
have suflivient it tordead o Sther valie 4o warrant
thedr continued e vovation by the United Stntes
CGiovermuent

e te dbrect araed eleet the tinnsfer oo the
Natlonal Archives of the United States of any
records of av . Fecerst peeney that have been In
existence for more than ity vears and that ere
determined by the Vrehivist Lo bave sutllctent his-
tarfeal or other calue o warrant thelr contitued
preservation by the United Stutes Goverunsent,
unless the head of the apeiey which has custody
of them shall certify o writing to the Admints-
Lrator that they st be retalned in b custody
for use i the condnt of the tepniha envrent
business of the wdd apency

3 to ditect and ctfeet, witho the appioval ot
the head of the aloinatiug ageney for it the
existence of caeh v oy chinll hince heen ternd-
naledd, then with (e ppptoval of My Leecessor
fuction i anvy e fiansfer of records depesited
tor appioved  for deposity with the Nati aaal
Avchives ol the Unired States to public or ednea.
Oenal e ditution o escdinttons: Provided, 7 at
the tHie to sch tecords shinll remndo vested in
the Undied sitntes unleos otherwise authorized by
Conpres:: an-d

4 to threct sonad e tteet Ahie Lranefer of gty
Dnals Dron ptvate ceaces anthorized to be received
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. 1/7'
CONTROL OF DISSEMINATION OF FOREIGN INTELLIGENCE

(Effective 18 May 1976)

Pursuant to Section 102 of the National Security Act of 1947, Executive
Order 11905 and National Security Council Intelligence Directives, certain con-
trols on dissemination of foreign intelligence and related material ? (hereafte
referred to as foreign intelligence) are hereby established and promulgated,

1. Purpose

This directive establishes certain common controls and procedures for the
use and dissemination of foreign intelligence to ensure that, while facilitating
the interchange of information for intelligence purposes, there will be adequate
protection of foreign intelligence sources and methods. This directive restates
applicable portions of National Security Council Directive of 17 May 1972
implementing Executive Order 11852, and prescribes additional controls ap-
plicable to the US foreign intelligence mission. The policy on release of foreign
intelligonce to contractors is set forth in the Attachment.

3. Applicability

‘The coutrols and procedures set forth in this directive shall be uniformly
applied within the Fxecutive Branch of the Government in handling of all ma-
terials containing foreign intelligence originated by Intelligence Community
organizations as defined by Section 2(b) of Executive Order 11905.

3. National Security Council Directive . LD

a. National Security Council Directive of 17 May 1972 implementing
Fixecutive Order 11652 stipulates that, except as otherwise provided Ly
Section 102 of the National Security Act of 1947, classified information or
material originating in one department shall not be disseminated outside
any other department to which it has been made available without the
consent of the originating department. This restriction on dissemination
is commonly described as the “third agency rule.”

b. The NSC Directive stipulates that the dissemination of classificd
information, including intelligence and intelligence information, orally,

! This directive supérsedes DCID No. 1/7 effective 5 October 1575

* Far purposes of this directive, “related material” includes: information describing US
fureign intelligence sources and wmethads, equipment and methodology unique to the -
quisition or esploitation of forelgn Intelligence, forelgn military hardware obtained for ex-
ploitation and photography or recordings resulting from US foreign intelligence collection
ctforts.

i
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A writing or by any other means, shall be limited to those persuns whose
official duties or contractual obligations require knowledge or possession
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c. The NSC Directive also states that documents or portions of docu-
tuents containing TOP SECRET information shall not be reproduced with-
out the consent of the originating office. Al other classified material shall
be reproduced sparingly and any stated prohibition against reproduction
shall be strictly adhered to,

d. T'he NSC Directive further requires that the marking, “WARNING
NOTICE-SENSITIVE INTELLIGENCE SOURCES AND METHODS
INVOLVED,” be prominently displayed on all information and materials
relating Lo sensitive intelligence sources and methods; and, that materials
so marked will not e disseminated in any manner outside ruthorized .
channels without the permission of the originating department and an
assessinent by the senior intelligence official in the disseminating depart-
ment as lo the potential risk to the national security and to the intelligence
sources and methods involved.® For special purposes, primarily bibliographic
notation, communiecations or automatic data processing, this marking may
be abbreviated WNINTEL.

4. Advance authorization

a. To facilitate the dissemination and different uses made of classified
foreign intelligence within and among Intelligence Community organiza-
tions and to assure the timely provision of intelligence to consumers and
to handle the volume of such materials in a practical way, it is necessary
to provide controlled relief to the “third agency rule” within the Intelligence (
Community in addition to that provided by Section 102 of the National
Security Act of 1947. Accordingly, Intelligence Community organizations
liave been given advance authorization to use each other's classified foreign
intelligence in their respective intelligence documents, publications or other
information media, and to disseminate their products to third agencies or
foreign governments,® subject to limitations and procedures prescribed in
this directive.

b. Classified foreign intelligence documents, even though they bear
no control markings, will not be released in their original form to third
agencies or foreign govemments without permission of the originator. In-
formation contained in classified foreign intelligence documents of another
organization may be extracted or paraphrased and used by the recipient
Intelligence Community organization in classified foreign intelligence reports
and released to third agencies, except as specifically restricted by control

3 Unless otherwise specified by the Director of Central Intelligence in consultation with
the National Foreign Intelligence Board or as agreed to hetween originating and recipient
agencies, .authorized channels include Intelligence Community organizations and within
cach organizaticn (including their contractors and consultarts) as determined by the recipient
senior intellipence official.

tExeeptivg RESTRICTED DATA and formerly RESTRICTED DATA, which is pro-
Libited from foreign dissemination under Sections 123 and 144 of Public Law 583, Atoniic
Eocray Act of 1954, as amended.
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¢. Iuformation contained in classified foreign intelligence documents
ot another orgunization ppt bearing any control markipgs may be extracted
or paraphrased and used by the recipient Intelligence Community organiza-
tiou in reports disseminated to forelgn governments provided:®

(1) No reference is made to the source documents upon which
the released product is based.

(2) The source and manner of acquisition of the information are
not revealed.

(3) Foreign release is made thmugh established forexgn dmclasm'e
channels and procedures.

d. Any organization disseminating foreign intelligence beyond the
organizations of the Intelligence Community shall be responsible for en-
swing that recipient organizations understund and agree to observe the
restrictions prescribed by this directive and maintain adequate safeguards.

e. No release of a classified foreign intelligence document, whether
or not bearing a control marking, shall be made to foreign nationals and
immigrant aliens, including US Government employed, utilized or inte-
grated foreign nationals and immigrant aliens, without the permission of
the originating agency.

5. Additional authorized control markings

a. In addition to the WARNING NOTICE prescribed by NSC Direc-
tive, any of the following additional markings mnay be used on foreign in-
telligence whenever, in the opinion of the originating organization, extraor-
divary circumstances related to the intelligence source or method require
more specific dissemination restncﬁons Use of these markmgs shall be
limited to foreign intelligence, the disclosure of which, could: compromise
the status of collaborating foreign governments or officials or otherwise
seriously domage US relations with foreign governments; subject US
citizens or others to the possibility of personal danger or incarceration; se-
riously impair the continuing cooperation of private individuals providing
foreign intelligence; seriously affect the continuing viability of vital tech-
nical collection programs; or, result in the possible compromise or loss of
sorne unique foreign intelligence source or method. These control markings
will be individually assigned at the time of preparation of the completed
document and used in conjunction with classification and other markings
required by Executive Order 11652 and the implementing NSC Directive
and, unless otherwise indicated in 8a below, carried forward to any new
format in which that information is incorporated, including oral and visual
presentations.

_ B Ben» footuote 4, paragraph 4a.

cory N2 129

Approved For Release 2006/04/19 : CIA-RDP86-00674R000300080023-4




ARPTRYSSARMIEBRe AR ARPE R ARANENERE4

TROLLED BY ORIGINATOR™

This marking shall be used when unique source sensitivity factors, known
to the vriginator, require strict compliance with third agency rule procedures,
in addition to « continuing knowledge and supervision on the part of the
originator as to the extent to which the original document and information
contained therein is disseminated. Documents and information bearing this
marking will not be disseminated heyond the Headquarters clements of the
rceipient organizations and the information contained therein shall not be
extracted und incorpmated into other reports without the permission of and
under conditions prescribed by the originator. (For special purposes, pri-
marily bibliographic notation, communications and automatic data process-
ing, this marking may be abbreviated ORCON.)

(2) "NFIB DEPARTMENTS ONLY"

Foreign intelligence so marked will not be disseminated to organizations
uot represented on the National Foreign Intelligence Board without the
permission of the originating agency. Within each National Foreign Intelli-
gence Board organization dissemination shall be ns determined by the re-
cipient senior intelligence official, and may iuclude organization contractors
and u)nsult'mts unless specifically prohibited by addition of the “NOT RE-
LEASABLE TO CONTRACTORS OR CONTRACTOR/CONSULTANTS”
marking described below. (For special purposes, primarily bibliographic
notation, communications and automatic data processing, this marking may

be abbreviated NI'TBONLY.)

(3) "NOT RELEASABLE TO CONTRACTORS OR CONTRACTOR/
CONSULTANTS”

Foreigu intelligence so marked shall not be disseminated to contractors
or contractor consuitants without the permission of the originating agency.
Uxamples of when this marking may be used include National Intelligence
Listimates aud similar national intelligence reports and other foreign intel-
ligence, which, if disseminated to consultants or contractors, might seriously
impair the continuing cooperation of contributing private individuals. This
restriction shall not apply to those consultants hired under Civil Service
Comnission procedures, or comparable procedures derived from authorities
vested in heads of organizations by law, and who are normally considered
an extension of the office by which they are employed. In applying this
control marking, originators will give consideration to the need of Intelli-
gence Community organizations to use contractor consultants and contractors
to perform services which cannot be adequately performed by US Govern-
ment persoanel. (For special purposes, primarily bibliographic notation,
commnunications and antomatic data pmcessm,g,, this mm‘kmg may be ab-
breviated NOCONTRACT.)

(1) “CAUTION-—PROPRIETARY INFORMATION INVOLVED"™

This markingg will be used in conjunction with forcign intelligence ob-
tained from varions sources in the US private business sector, and as the in-
lormation may bear upon proprietary interests of the source, or may

4
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this marking shall take every reasonable precaution to ensure that tl:e infor-

Approved FotiReieasé 2oddoaieglc CneRDp sBeoos1uRADIBEOEAE 83y be used
in conjunction with the “NOT RELEASABLE TO CONTRACTORS OR
CONTRACI'OR/CONSULTANTS” marking described above. (For special
purposes, primarily bibliographic notation, communications and automatic
data processing, this marking may be abbreviated PROPIN.)

(5) “NOT RELEASABLE TO FOREIGN NATIONALS”

Foreign intelligence so marked involves special considerations requiring
that it not be released in any form to foreign governments, foreign natlonals
or non-US citizens without the permission of the originating agency. Ex-
amples of when this control marking may bLe used include: the possible
compromise of the status of relations with collaborating foreign governments,
or officials; or jeopardizing the continuing viability of vital techmical col-
lection programs, (For special purposes, primarily bibliographic notation,
communications and automatic data processing, this marking may be ap-
breviated NOFORN.) When the originating agency predetermines that in-
formation can be released to a specified foreign government(s), the following
marking msy be used: “THIS INFORMATION HAS BEEN AUTHORIZED
FOR RELEASE TO (specitied country(s)).” (For special purposes, pri-
marily bibliographic notation, communications ancl automatic data process-
ing, this marking may be abbreviated “REL (specified country(s).”)

6. Procedures governing use of control markings

a. Any recipient desiring to use foreign intelligence in a mamier con-
trary to the restrictions established by the control markings set forth above
shall obtain the permission of the originating agency. Such permission applies
only to the specific purpose agreed to by the originator and does not auto-
matically apply to all recipients of the information as originally dissemi-
nated unless the originating agency removes the control markings for the
benefit of the recipients. In those cases where dissemination outside the
recipient agency is desired utilizing lesser or no contvol markings, the re-
cipient agency should prepare a sanitized version which may be released
with the originator’s permission.

. Control markings authorized in paragraphs 3d and 5 above, shall be
displayed prominently on documents, incorporated in the text of communi-
cation messages, and associated with data stored or processed in automatic
data processing systems. Unless the entire document justifies the protection
of the control marking(s), each portion requiring the marking(s} shall, to
the extent feasible, be marked with the appropriate marking abbreviation
authorized by this directive.

¢. The standardized restrictions and control markings set forth in this
directive are to be employed uniformly by all organizations in the Intelli-
gence Community, thereby assuring like control and restrictions on the use
of foreign intelligence disseminated within the organizations represented on
the National Foreign Intelligence Board.

5
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d. ‘the substance of this directive shall be published in apprcpriate
regulatory or notice media of each organization, together with apprepriate
PrRrEver PO e Sl 200s7REM Y : CIRUKHEEE 90 67ARM0D 5H0US0023-4
of intelligence and information. For this purpose, each Intelligence Com-

munity organization will designate a primary referent.

‘4

7. Report of unauthorized disclosure

Violations of the foregoing restrictions and control markings that result in
unauthorized disclosure by one agency of the foreign intelligence of another shall
be reported to the Director of Central Intelligence through the DCI Security
Coramittee.

8. Prior restrictions and markings

Questions with respect to the current application of control markings au- . i
thorized by earlier directives on the dissemination and control of intelligence =
and utilized on documents issued prior to the date of this directive should be re-
ferred to the originating agency. These markings are;: WARNING NOTICE-
SENSITIVE SCURCES AND METHODS INVOLVED, CONTROLLED DIS-
SEM, NSC PARTICIPATING AGENCIES ONLY, INTEL COMPONENTS
ONLY, LIMITED, CONTINUED CONTROL, NO DISSEM ABROAD, BACK-
GROUND USE ONLY and NO FOREIGN DISSEM. '

George Bush
Director of Ceatral Intelligence

3
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DIRECTOR OF CENTRAL INTELLIGENCE DIRECTIVE NO. /7

( Attachment)

DCI POLICY ON RELEASE OF |
FOREIGN INTELLIGENCE TO CONTRACTORS '

1. In order that the Intelligence Community agencies may more effectively
discharge their responsibilities and without intent to limit such broader authority
or responsibility as any may now have under law, NSC Directive or special
agreements among them, selected intelligence? may be made available by
reciplent officials of the Intelligence Community agencles or their designated
subordinates to certain contractors without referral to the originating agency,
provided that:

. Release® shall be limited to private individuals (including con-
sultants) or organizations certified by the Senior Intelligence Office of the
sponsoring Intelligence Community agency as being under contract to the
United States Government for the purpose of performing classified scrvices

1 “Ceneral policy iy set forth in DCID No. 1/7, “Contrel of Dissemination of Forelgn Intel-
ligence,” effective 18 May 1976, In accordance with paragraph 5a(3) of DCID 1/7, the In-
telligence Couununity agencies agree that government-owned, contractor-operated laboratorfes
perforriing classified services in support of the intelligence mission of the Energy Research
ancd Developiment Administration, which are designated authorized channels by the ERDA
Senior Intelligence Officer, are not considered contractors for the purposes of this policy
stalement.”

2 This directive deals solely with foreign intelligence, which for purposes of this directive,
is defined as information reports and intelligence produced and disseminated by CIA, INR/
State, DI\, NSA, ACSI/Army, Naval Intelligence Command, ACSI/Air Force, ERDA and
the military commands. This specifically excludes Foreign Service reporting and Sensitive
Compartmented Information® (SCI). Permission to release Foreign Service reporiing inust be
obtained from the Department of State, and permission to release SCI mast be obtained from
its originator. SCI Is covercd specifically by paragraph 3 of this directive, in that it bears one
or more codewords or special instructions which dictate handling in special disseraination
chennels.

*The termn “Sensitive Compartmented Information™ as used in this directive is intended
to include all information and materials bearing special community controls indicating restricted
handling within present and future community intelligence collection programs and thelr
cud products for which community systems of compartmentation have been or will be formally
established. 'the term does not include RESTRICTEID DATA as defined in Section Y, Public
Law 585, Atomic Energy Act of 1954, as amended.

3 Release is the visual, oral or physical disclosure of classified intelligence material.
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in support of the mission of & member agency,* his department or service,
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b. The responsibility for ensuring that releases to contractors are made
pursuant to this policy statemient shall rest with the Senior Intelligence
Officer of the sponsoring member agency (i.c., the chief of the intelligence
component seeking release on his own behalf or on behalf of a component
within his department or service) or his designee.t

¢. The agency releasing the intelligence material shall maintain a record
of the material released and shall upon request report such releases to the
originating agency.

d. Intelligence material released to a contractor does not become the .
property of the contractor and can be withdrawn from him at any time. . .
" Upon completion of the contract, the releasing agency shall assure that all
intelligence materials released under authority of this agreement and all
other matervinls of any kind incorporating data from such intelligence
miaterials are returned to the releasing agency for final disposition.

e. Contractors receiving intelligence material will not release the ma-
terial (1) to any activity or individual of the contractor’s organization not
directly engaged in providing services under the contract, nor (2) to another
contractor (inclurding a subcontractor), government agency, private indi-
vidual or organization without the consent of the releasing agency (which
shall verify that the sccond contractor has a need-to-know and meets security
requirements).

f. Contractors will ensure that intelligence material will not be released
to foreign nationals whether or not they are also consultants, US contractors
or employees of contractors, und regardless of the level of their security
clearance, except with the specific permission of the originating agency.

g. Coniractors shall be reguired to maintain such records as will permit
them to furnish, on demand, the names of individuals who have had access
to intelligence materials in their custody.

h. Coniractors may not reproduce any material released without the
cxpress pernission of the agency having contractual responsibilities. All
requirements for control and accountability for original documents as indi- '}
cated above shall apply equally to copies made.

2. The following intelligence materials shall not be relcased to contractors: e T |

National Intelligence Estimates (N1Es), Special National Iatelligence g el
Estimates (3NIEs), National Intelligence Analytical Memoranda and Inter-
agency Inteiligence Memoranda are not releasable and hence shall bear the

t Non-Intelligence  Community government components under contract to fulfill an
intelligence suppori: role, may be treated as members of the Intelligence Conununity rather
than as contractors. When so treated, it shall be solely for the specific purposes agreed upon,
and shall in no case include authority to disseminate further intelligence material made available
to them.

5 Releasing ugencies are required to delete: a) the CIA seal, b) the phrase “Directorate
of Operations,” ¢} the place acquired, d) the field number, and ) the source description from
all CIA Directorate of Operations reports passed to contractors, unless prior approval to release
such information is obtained from CIA,

8
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NOT RELEASABLE TO CONTRACTORS OR CONTRACTOR/CON-
SULTANTS stamp. However, information contained therein may be made
available, without identification as national intelligence, over the byline

of the Senior Intclligence Officer of the Intelligence Community agency
authorizing its release.

3. The following intelligence materials shall not be released to contractors

unless special permission has been obtalned from the originator:

Materials which by reason of scusitivity of content bear special markings,
such as NOT RELEASABLE TO CONTRACTORS OR CONTRACTOR/
CONSULTANTS or CAUTION—PROPRIETARY INFORMATION IN-
VOLVED contained in DCID 1/7 (effective 18 May 1976) or whick
are marked for handling in special dissemination channels.

4. Questions voncerning the implementation of this policy and these pro-
cedures shall be referred for appropriate action to the Security Committee.
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